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ABSTRACT

TCP has become the dominant protocol for all network data
transport because it presents a simple uniform data deliv-
ery service which is sufficient for most applications over all
types of lower network layers. By its very nature, TCP’s
adaption and retransmission strategies hide all of the de-
tails of the lower layers from the application. For example
the only symptom of spurious packet loss (or nearly any
other network problem) is longer elapsed time and lower
performance.

This information hiding, commonly described as the “Inter-
net Hourglass” is fundamentally important to the growth of
the Internet because it decouples the evolution of applica-
tions from the evolution of link layers. However it also hides
valuable information from researchers, educators, network
administrators, and other people who would benefit from
insight into the inner workings of TCP and the lower layers.

In this paper, we present an architecture and infrastructure
that provides for per-connection instrumentation for TCP to
expose otherwise hidden protocol events. We show examples
how the infrastructure can be used in support of research,
education and advanced network diagnostic tools.

Our work was motivated by the observation that since about
1985 network data rates for typical novice network users
have fallen by about three orders of magnitude behind ex-
pert users (who have kept up with Moore’s Law). We use
the term “Wizard Gap” to describe this phenomenon. The
Web100 and Net100 projects were formed as one step in
closing the Wizard Gap.

General Terms
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1. INTRODUCTION

TCP is the dominant protocol for data transport. It carries
the vast majority of all traffic over the Internet for a huge
variety of applications including interactive sessions such as
telnet or SSH, short flows such as Web traffic, and long-lived
high bandwidth bulk data transfers. A significant reason for
the success of the Internet is the TCP/IP “hourglass” de-
sign — TCP presents a simple uniform data delivery service
suitable for the vast majority of applications while hiding
all the details and complexity of lower layers.

It is fundamentally important to the growth of the Internet
that TCP hides all of the details of the lower layers. It is
for this reason that old applications always work over new
networks, and that new applications work over old networks.

This information hiding is not without its cost: many im-
portant things happen in the lower layers that should be
exposed but are not. For example, packet loss is hidden
by TCP’s retransmission machinery. If packet loss is due
to a flawed network, the only symptom will be reduced
performance. The inability to easily observe TCP’s inner
workings impairs our ability to conduct research in TCP
behavior, test new TCP algorithms, educate future protocol
researchers and detect bugs in TCP and the lower layers.

Many researchers expose network details by implementing
ad-hoc TCP tools or specially instrumented alternate pro-
tocols. This can solve the information hiding problem, but
it represents a significant duplication of effort to certify that
the ad-hoc implementations are authentic.

The Web100 project was created specifically to develop an
advanced management interface for TCP. We have instru-
mented TCP to collect per-connection statistics on all sig-
nificant protocol events. There are instruments for captur-
ing common events such as segments sent and received, as
well as many more subtle instruments such as those char-
acterizing the protocol events that cause TCP to reduce its
transmission rate. The instruments are collectively referred
to as the Kernel Instrument Set (KIS), which is the core of
the Web100 project. The instruments are documented in a
text database available online [43] and are summarized in
Appendix A. Over the long run we expect this interface to
become a standard, in the form of a TCP Extended Statis-
tics Management Information Base (MIB) [24].
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There is a separate KIS structure and instance of the pro-
tocol stack for each connection. On the right we see the
network protocol stack, which exchanges information di-
rectly with the KIS, as kernel memory is shared. KIS data
is moved between the kernel and user space through the
/proc filesystem interface. Diagnostic and tuning applica-
tions use a library to access the filesystem data. It is possi-
ble to implement an SNMP agent on top of the library for
remote access to the KIS.

Figure 1: The Web100 implementation structure

With the addition of some writable variables, the Web100
APIT and kernel data structures provide a convenient frame-
work for controlling non-standard or experimental TCP al-
gorithms on a per-connection basis. The Net100[31] project
is using Web100 software in support of large high energy
physics applications over the U.S. Department of Energy’s
ESnet.

Due to its standards-minded nature, the Web100 project
must take a TCP purist and egalitarian point view — that
is, features must be fair and acceptable in all parts of the
Internet. The Netl00 project takes the mission-oriented
point of view — that high profile, data-intensive DoE ap-
plications are permitted to make use of unconventional and
non-standard protocol features, as long as there is appro-
priate coordination with other people and projects sharing
the same networks. This is a wonderful laboratory for field
testing experimental algorithms, such as Sally Floyd’s High-
Speed TCP[12].

In an educational context, Web100 has been used to provide
a framework for conducting experiments, providing students
with hands-on experience. The real-time views of TCP vari-
ables, and the ability to modify key parameters helps stu-
dents understand the various components that impact TCP
flows.

Web100 is currently implemented as a Linux kernel patch
plus user mode tools. All Web100 (with embedded Net100)

code is available for download from www.web100.org.

This paper describes how TCP instruments can be used for
Internet measurement (Section 3), testing experimental al-
gorithms (Section 4) education (Section 5), and network di-
agnosis (Section 6).

2. IMPLEMENTATION OVERVIEW

The core of the Web100 project is the per-connection TCP
instrument set. It is defined in standards language in an
IETF MIB document [24], and implemented in what we call
the Kernel Instrument Set (KIS).*

The architecture of our Linux implementation is depicted in
Figure 1. Attached to each socket is a structure containing
KIS variables and meta-data. Its fields are updated from key
points in the protocol stack. An abstraction of this structure
is exposed through a “proc” filesystem interface. To allow
for future interfaces and other operating systems, we defined
a portable API for accessing the instruments, implemented
as a library. Since the instruments were designed to support
a MIB, it is fairly natural to implement an SNMP agent on
top of this library for exporting the instruments.?

It is a natural extension of this API to implement per-
connection TCP controls. A “read” accesses an instrument,
while a “write” accesses a control.

The library and kernel interfaces were designed with reason-
able performance in mind. The filesystem exports binary
data at fixed offsets rather than doing expensive formatting
into human-readable ASCII data. On a 2 GHz Mobile Pen-
tium 4, taking a snapshot of 140 variables takes about 30
ps, so polling on the order of hundreds of times per second
puts little load on the CPU.

In addition to the library, the Web100 software suite also in-
cludes a number of application tools. There are some small
command line-based tools which are particularly useful for
scripting. Also, there are some graphical tools which aid in
visualizing variables. One tool will display a running strip
chart of a variable’s value or its change per unit time. An-
other particularly useful part is the “triage” tool, which lo-
cates the performance bottleneck as the sender, receiver, or
network. This tool is described in Section 6.1.

3. TCP BASED MEASUREMENT

TCP has an ideal vantage point to measure the network. It is
situated at the midpoint of the Internet hourglass such that
it processes the vast majority of all data moving through the
Internet. It typically has direct interrupt level access to the
IP layer and network devices. With proper instrumentation
every TCP Acknowledgment is an opportunity to collect in-
formation about the network, the far end-system and even
the application. Web100 strives to capture this information.

It is conventional to classify Internet measurement tools as

!The MIB and KIS are not currently in sync, but this is
ultimately a goal for the KIS to implement a superset of the
MIB.

?An SNMP module for the TCP Extended Statistics MIB
on top of the Web100 library has been partially implemented
by Glen Turner of AARNET [41].



active or passive, depending on whether they inject traffic
into the network. [4] Strictly speaking webl00 is passive,
because it does not by itself inject any additional traffic
into the network. In the usual case, the measurements are
a side benefit of ordinary traffic passing through the net-
work. However, Web100 has the flavor of active measure-
ments because TCP is sending the packets and processing
the Acknowledgments that it uses for measurement. Web100
is best characterized as passive instrumentation of active
transport.

We believe that this approach has a number of profound ad-
vantages over other measurement techniques, which we will
describe in the rest of this section. Some of these techniques
are already work in progress, others are significant research
opportunities that have yet to be explored.

3.1 Augmented Iperf

Iperf is a popular Internet performance tester that is fre-
quently used to measure available Internet throughput [32].
Although iperf is the tool of choice for one-time tests, many
people consider it to be far too expensive for on going re-
peated tests, because it normally requires several tens of
seconds of full rate data transfers to get accurate measure-
ments. If iperf is run a few times per day, 365 days per
year, it will in total consume substantial network resources.

Iperf requires such long tests because it computes the av-
erage performance across the entire transfer, which includes
the very time consuming TCP Slow Start at the beginning
of the connection. Since Slow Start transfers relatively little
data in a relative long time, it greatly depresses the observed
average data rate. Ajay Tirumala has increased the accu-
racy of very short iperf measurements by using Web100
to detect the end of Slow Start, so that it can be excluded
from the average data rate calculation. [40] He was able
to obtain 1 second data rate measurements that use 94%
less network traffic but are still within 10% of longer iperf
measurements.

An alternative approach might use a tcptrace [33] style
analysis tool to automatically inspect a packet trace and
trim off the Slow Start. This approach would incur far more
overhead, since every packet has to be processed by both
tcptrace and TCP itself. Webl00 has the advantage of
providing the necessary instruments such that the end of
Slow Start can be detected with sufficient precision with
low rate polling.

3.2 Experimental link layers

We are aware of at least one equipment vendor who is using
Web100 to investigate how their proprietary link layer tech-
nology interacts with standard TCP. Although they have
not chosen to publish their particular application, they did
offer specific comments on improvements to a couple of in-
struments, which have been included into Web100.

Without TCP instrumentation, link layer designers often re-
sort to simple benchmarking to tune their products. This
approach is overly sensitive to a large number of poorly
controlled parameters, which makes it very difficult to ef-
fectively optimize the link layer. With detailed TCP in-
strumentation the engineer can tell exactly why the TCP

performance changed, and use this to guide their design.

3.3 NTAF

The Network Tool Analysis Framework (NTAF) [21] was
developed at LBNL for automatically monitoring changes
in the“health” of multiple Internet paths. It periodically
runs active measurement tools, including iperf and collects
Web100 statistics. It converts them to to NetLogger events
and archives them [39].

These statistics can be post-processed to support trend anal-
ysis. Lee et. al. [22] describe how they have used archived
NTAF results to build a database of Grid network statistics.
A significant motivation behind this effort is that it provides
a way of correlating changes in infrastructure to changes in
performance.

A good record of past network conditions can also be used
to aid in pre-loading of certain network properties. For ex-
ample, Linux has provisions to preset RTT, RTT Variance,
Ssthresh, and other parameters in the route cache, which
are be preloaded into TCP when a connection starts. Set-
ting good values for these parameters can result in higher
performance. However, incorrect values may significantly
hurt performance. Careful analysis of logged data can aid
in properly assigning these preloaded values. The Net100
Work Around Deamon, described in section 4.2 provides a
more general framework for this sort of advanced tuning in-
formation.

3.4 Internet tomography

If a large content provider were to deploy Web100 with Net-
Logger or some other data base in their server farms they
could collect Internet performance statistics (e.g. packet loss
rates and round trip times) to all of their customers. This
performance data could be aligned with routing information
to do large scale Internet tomography.

There is significant potential, too, for more wide-spread
deployment. If, for example, a large number of campus
network administrators used instrumented TCP to collect
statistics across their campus or community to apply the
techniques prototyped in the NTAF, the aggregation of the
datasets across multiple campuses could be mined for per-
formance and topological data about the global Internet.

Web100 makes this sort of measurement much more feasible
because it is passive (does not necessarily require additional
measurement traffic) and does not incur the huge processing
overhead of inspecting packet traces.

4. TCP EXTENSIONS

Under the Net100 project we developed writable per con-
nection controls for several TCP extensions. These controls
greatly simplify the testing of experimental TCP algorithms
because they enable researcher to configure and test dubious
new TCP features under controlled circumstances without
interfering with normal system or network operation. Gen-
erally our TCP extensions are implemented such that they
are off by default so that critical flows are not compromised
by untested TCP algorithms. Experimental TCP algorithms
can be enabled and configured on a per connection basis as
needed by the researcher.
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This graph shows cwnd for two iperf [32] flows, one using
standard congestion avoidance, one using the HighSpeed
TCP congestion avoidance for large windows. At about 60
seconds into each flow, there is a line-rate burst of UDP
packets causing significant loss to the TCP flow (and con-
sequently a large reduction in cwnd). The queue in the bot-
tleneck router happens to be too small, so each flow exits
slow start too early. The HighSpeed flow reaches full band-
width several times faster than the standard flow would be
able to (it never does). After the loss event, the HighSpeed
flow recovers much faster.

Figure 2: Standard vs. HighSpeed AIMD

The combined resources of detailed TCP instrumentation
and per connection controls help all phases of testing TCP
extensions. New untested algorithms can easily be debugged
in environments where the researcher has good visibility into
the protocol behavior and control over its operations. More
mature extensions can be easily compared with other algo-
rithms or parameter choices in concurrent or sequential side-
by-side tests on the same end systems. In the final stages
of development, algorithms can be widely deployed to col-
lect real operational field experience in such a way that re-
searchers can manage the risks associated with experimental
protocols in production environments.

In the following sections we illustrate the per connection
TCP controls with several examples of experimental algo-
rithms.

4.1 Testing possible standard algorithms

Sally Floyd’s High Speed TCP for large windows[12] and
Tom Kelly’s Scalable TCP[20] have been reimplemented in
the Web100 kernel by Tom Dunigan and Florence Flower
at ORNL under the Net100 project. These algorithms can
be enabled and configured per flow with Web100 control
variables, permitting comparison tests [7, 8] between the
various algorithms and standard congestion control.

The ORNL team is currently testing a reimplementation of
Vegas Congestion Management [3]. We would like to include
additional congestion control algorithms, such as FAST[19]
and in Web100.

4.2 Workarounds

Some experimental TCP algorithms are workarounds for
specific problems in the network environment, such as in-

sufficient buffering in routers or switches.

It is well documented that TCP needs a full bandwidth-
delay product of buffering at every potential bottleneck in
the network to reach full data rate[42]. If the network does
not have sufficient buffering, one of the reasons that TCP
performance suffers is because TCP’s Slow-Start will over-
flow the short queue, and the connection will prematurely
enter Congestion Avoidance at a small window. Floyd’s
Limited Slow-Start[13] implements a workaround for this
problem by clamping Slow-Start as the window gets large.
The algorithm has a parameter, maz_ssthresh, which limits
the amount of queue space which will be used by the connec-
tion during Slow Start by slowing the increase of cwnd when
it is larger than this value. If maz_ssthresh is set smaller
than the shortest queue in the network, the short queue is
less likely to cause premature losses. TCP has a chance to
reach a large enough window to fill the network pipe before
experiencing its first loss.

The down side to Limited Slow-Start is that TCP Slow-
Start reverts from exponential to steep linear window growth
above maz_ssthresh. While this may help on a particu-
lar under-buffered link, it greatly slows TCP on links with
proper buffering and doesn’t help at all for links with even
smaller queues. Properly setting maz_ssthresh requires ad-
vance out-of-band information about the network path.

This is one example of a class of algorithms that we refer
to a workarounds. They use some outside information, such
as bottleneck queue size, to increase TCP performance by
limiting TCP in some way to prevent it from overwhelming
the network. Workarounds can not be standardized because
they generally do more harm than good if applied to arbi-
trary paths without advance information.

The Work Around Daemon (WAD) component of the
“Network Aware Operating System” under the Net100
project[10] implements a framework to systematically collect
and manage configuration data for workarounds. It uses pol-
icy and prior measurements as collected by the NTAF (See
section 3.3, above) to set per-connection controls such as
maz_ssthresh. In this manner it can help to systematically
deploy workarounds.

Note that the WAD mechanism cannot be globally deployed
because the configuration data does not scale. It would be
better to eliminate the underlying problems than to widely
deploy workarounds. We hope that in the long run Web100
will have this effect: better observability will expose the
underlying network problems and the WAD can be used to
demonstrate the potential of the network by masking the
problems for specific host pairs. This combination might
motivate network administrators to correct the underlying
problems for all users.

4.3 User mode congestion control

Before we look at examples of using Web100 to control more
aggressive TCP algorithms, we need to consider issues of
fairness and appropriate experimental etiquette.

Some networks such as DoE’s ESnet and many corporate
intranets are mission oriented, meaning the network is de-
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In the “Reno” mode, we see after about a one second slow start the traditional “saw tooth” AIMD congestion avoidance
pattern in cwnd. The “Vegas” mode plot shows cwnd being controlled as a function of the perceived bottleneck queue
as measured by the difference in sampled and minimum RTT (also plotted). These measurements were taken using a

10 Mbps bottleneck and an approximately 50 ms delay.

Figure 3: User mode congestion control behavior

signed specifically to support the primary mission of its host
organization, and is properly sized to do so. In these net-
works the notion of fairness is replaced by the notion that
mission-critical data is more important to the organization
than all other data. In these networks it is possible to con-
duct experiments to measure the interaction between more
aggressive algorithms and legacy algorithms in an authentic
setting[14, 35], without addressing all of the political issues
associated with fairness. As long as the experimental algo-
rithms are used in coordination with mission-critical appli-
cations and the Network Operation Center, they are shel-
tered from controversy. This situation is especially valuable
for conducting experiments to measure the actual fairness
of algorithms that are alleged to be unfair.

In this vein, Web100 includes some controls to support user
mode congestion control, where the majority of the conges-
tion control algorithm is implemented in a user-space dae-
mon. This facilitates faster prototyping because it is vastly
easier to debug code in user-space than in the kernel. To do
this we implemented two TCP control variables:

NoAI A value of true disables the “additive increase”
part of the TCP’s AIMD congestion control algorithm.
When set, cwnd remains constant unless reduced by
some congestion indication, or adjusted by:

CwndAdjust Cwnd will be adjusted up or down by the
signed value written to CwndAdjust, and CwndAdjust
is cleared.

To implement congestion control in user space, set the NoAT
variable to true. The kernel will still multiplicatively de-
crease cwnd when congestion is detected. The daemon ad-
justs cwnd in steps by writing to CuwndAdjust, for example,
by writing +1 exactly once per round trip time.

To validate these variables, we wrote a simple user mode
congestion control daemon which approximately implements
standard Reno style Congestion Avoidance [17] and Vegas
[3]. The following pseudo-code suggests the implementa-
tion, although the actual implementation took advantage of
timers, etc, for efficiency.?

while (State == ESTABLISHED) {
switch (cc_mode) {
Reno:
snd_max_sav = SndMax;
cwnd_sav = CurCwnd;
while (SndMax < snd_max_sav+cwnd_sav)

CwndAdjust = 1;
break;
Vegas:
snd_max_sav = SndMax;
cwnd_sav = CurCwnd;
while (SndMax < snd_max_sav+cwnd_sav)
queue = cwnd_sav-(cwnd_sav*MinRTT/SampleRTT) ;
if (queue < ALPHA)
CwndAdjust = 1;
else if (queue > BETA)
CwndAdjust = -1*max((queue-BETA)/8, 1);
break;

With the Web100 infrastructure in place, the kernel part
of this implementation is simple. It only requires 8 lines of

30n our networks, Vegas also requires higher resolution
timers than normally provided by Linux 2.4. The system
clock was reconfigured to provide the necessary resolution.
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35 ms to 65 ms, indicating that there is a queue building
up at the bottleneck. This is a good path for this flow.

Figure 5: Web100 strip chart tool

clear, easy to validate code. All of the interesting complexity
is in the daemon, which is far easier to debug and adapt as
the experimental algorithm evolves. Furthermore, changes
can be tested without rebooting.

With Web100 it is very easy for any researcher to add ad-
ditional simple controls (and even instruments) to TCP for
rapid prototyping of experimental algorithms in user space.
Having a framework that easily supports specialized research
instruments and additional per connection controls greatly
facilitates rapid prototyping.

This is not without a downside: exposing this degree of
control can also facilitate abuse. It is not terribly difficult to
imagine aggressively tuned peer-to-peer applications causing
congestive collapse of a campus network. However, this risk
is not new or uniquely caused by Web100 software. And,
unlike Denial-of-Services tools already used today, a Web100
TCP will not lie about its endpoint IP addresses, and is still
constrained by the requirements of reliable delivery.
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North American continental round trip times, which have
dropped about 50% due to higher clock speeds and shorter
packet copy times.

Figure 6: The Wizard Gap

5. EDUCATION

Web100 has also proved useful in a teaching environment.
Larry Dunn uses it in a networking class at the University
of Minnesota to help students explore concepts relevant to
TCP, such as the bandwidth-delay product and host network
buffers.

In this class, students first gain a working knowledge of the
Web100 graphical tools in a LAN environment. Then, they
use these tools to systematically vary both send and receive
buffer space for a TCP flow running over a wide area path,
and examine the impact on performance. Typical results are
shown in Figure 4. From this experiment, they learn that
either a send or receive buffer smaller than the bandwidth-
delay product will proportionally limit throughput. They
also see the impact of various default buffer sizes — a 64 KB
buffer size limits even the modest path used by the class
to 15 Mbps versus the achievable 90+ Mbps. Students can
also empirically determine the bandwidth-delay product of
the path used for the experiment.

The moving bar graph diplayed by the Web100 tools is help-
ful in connecting network events and TCP behavior. Start-
ing with adequately sized buffers, displaying the throughput
per second shows a gentle TCP sawtooth. Looking simulta-
neously at “CongestionSignals” reported at the sender shows
a direct correspondence between congestion signals and rate
reduction (the downward edge of the sawtooth). This serves
to nicely illustrate the TCP congestion controller’s behavior.
It is also possible to see the correlation between round-trip
time and and window size as the bottleneck queue grows, as
shown in Figure 5.
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Students have uniformly reported that this type of hands-on
experience with Web100 has deepened their understanding
of bandwidth-delay product issues specifically, and TCP be-
havior generally.

6. DIAGNOSTICS

The Web100 project was initially motivated by the recog-
nition that ordinary network users in such diverse fields as
high energy physics, computational biology, astronomy and
meteorology [2] were very unhappy with the performance
of their network based applications. Their dissatisfaction
was exacerbated by the highly publicized first network Land
Speed Record [44]. We coined the term “Wizard Gap” [23]
to describe the situation where networking experts could get
orders of magnitude better performance than ordinary users,
and the difference is increasing exponentially. See Figure 6.

Under the Web100 project we focused on two aspects of
closing the Wizard Gap: first greatly increase the network
and system administrators ability to inspect the network
and protocol stack to help diagnose hidden bugs, and second,
automate end-system tuning to reduce the level of expertise
needed by true end users. This latter aspect is an extension
of prior autotuning work[38, 11, 16] and will be covered in
a future paper.

Although network diagnostics are central to the project as
a whole, in this section we will describe only a couple of the
most important examples.

6.1 The triage instruments

The triage instruments are most useful for the very first
investigation of a performance problem. These instruments
provide a direct indication of the extent to which a bulk data
transfer is limited by the sending host, receiving host or the
path in between, by tracking the events that cause TCP
to stop sending data. The Web100 user tool kit includes
a GUI tool (shown in Figure 7) for displaying the relative

amounts of time that TCP spends waiting in each of these
three states:

Receiver: TCP stopped sending data because it ran out
of receiver window. This indicates that the receiver is
applying flow control back pressure to the sender (be-
cause the application is not keeping up with the data)
or that the receiver is mis-tuned (insufficient buffer
space).

Path: TCP stopped sending data because it ran out of con-
gestion window, cwnd, or experienced a retransmission
timeout. This generally indicates insufficient network
capacity or a problem with the network path.

Sender: TCP stopped sending data even though it has suf-
ficient congestion and receiver window. This indicates
that the Sender ran out of data (application limited)
or some other sender algorithm such as the Nagle[30]
or SWS [6] stopped the sender.

In most situation the Triage Tool identifies one subsystem as
the primary bottleneck, eliminating effort that might have
been wasted debugging the other non-bottlenecked subsys-
tems.

The triage GUI tool is built on top of a Web100 library that
only assumes simple semantics from the underlying interface
to the kernel instruments. This library was specifically de-
signed to protect Web100 diagnostic tools from changes in
the details of the kernel implementation. In most cases we
were successful: substantial kernel changes usually did not
even require recompiling the tools. Furthermore, most of
the GUI tools are implemented as“GTK widgets”, so that
other tool developers can reuse existing code rather than re-
implement their own real time graphical displays for Web100
variables.

6.2 Path diagnostics

We are often asked to help debug long paths that fail to sup-
port high data rate applications, even though each section
of the path seems to have sufficient unused capacity and can
individually support a high data rate diagnostic test. Mathis
and Reddy have developed a Web100 based high intensity
network diagnostic [27] that addresses this situation.

The pathdiag tool is based on the following simplified
macroscopic congestion model[28]:

Data_Rate = MSS 0.7 (1)

RTT \/p

For a specific target data rate on a particular path, the value
of each variables except p, the loss rate, is known a priori.
The minimum round trip time (RTT) is determined by the
length of the network path, and the Maximum Segment Size
(MSS) is determined by switches and routers along the path.
The objective of the test is to determine if any section of
the path contributes more packet loss than the budgeted
maximum p as computed from equation 1. If any section



has too much packet loss it will prevent the entire end-to-
end path from sustaining the target data rate.

Web100 enables us to directly monitor all the variables in
equation 1, as we test each section of the path.

6.3 Diagnostic Servers

Web100 makes it convenient to implement diagnostic web
servers that accept connections from any client and perform
diagnostics on the connection back to the client. This ap-
proach yields a “one click” diagnostic test that can provide
novice and expert users with very good information about
the client configuration and the network path. The big ad-
vantage of diagnostic web servers is that a small number
of well connected servers can provide this service for a huge
number of clients, without any special support on the client.

For example, the SYNTEST server [37], which can be
invoked at http://syntest.psc.edu:7961/ or by telnet
syntest.psc.edu 7960, confirms correct SYN option nego-
tiation as required for high performance TCP operation over
long paths. The checked options include Window Scaling,
Timestamps [18] and SACK]25]. This server is useful for
confirming the correct manual host tuning [26] and detect-
ing middleboxes that inappropriately strip some options.

Richard Carlson developed a particularly useful web site
http://miranda.ctd.anl.gov:7123/ that uses a java ap-
plet in the browser and Web100 in the server to measure
and diagnose Internet paths. [5] This diagnostic server
is based in large part on the ORNL “bandwidth tester”
[9] developed by Tom Dunigan. Carlson has developed
some additional heuristics for diagnosing common Internet
mis-configurations, including detecting the number one fast
Ethernet deployment problem: duplex mismatches between
nodes. Since this server is well connected to ESnet, Abilene
(Internet2) and StarTAP/StarLight it can provide one click
diagnosis of many problems at most well connected univer-
sities.

7. ANTI-CONCLUSION

No part of the Web100 project is competed. We claim that
extended per-connection TCP instrumentation and controls
will prove to be extremely valuable for research as well as
debugging the operational Internet and application base.

The extended instrumentation has opened a great new vista
into TCP and network dynamics; researchers have already
used Webl100 to observe previously unexplored TCP phe-
nomena. We are actively seeking additional users and re-
searchers to experiment with Web100.

The KIS data structures can easily be used as a framework
for controlling and testing experimental TCP algorithms in
ways beyond the initial scope of the Web100 project. This
has already proven to be a valuable lubricant for TCP con-
gestion research.

The WAD controls provide a flexible and general mecha-
nism to adjust TCP in non-general and non-standard ways
to overcome specific problems in the network, such as insuffi-
cient buffering. It is likely that the WAD controls will foster

discussion about the relative costs of fixing the network vs.
standardizing these algorithms.

Intranets and agency networks provide an excellent oppor-
tunity for experimenting with alternate TCP algorithms if
they already have polices in place that give high profile
mission-oriented activities precedence over other traffic. As
long as the experimentation is coordinated with the network
operation center and mission-critical activities, then any po-
tential repercussion of the experimentation can be resolved.
In these environments we have the opportunity to actually
field test how new and more aggressive congestion control
algorithms interact with todays standard TCP.

The Webl00 team is addressing key issues in support of
bringing extended TCP statistics into wide adoption in the
the commercial operating system market. This is a multi-
pronged effort, including a new task to re-implement the
KIS and API in FreeBSD, such that we can release source
under both GPL and BSD licenses. We are also submitting
patches into Linux 2.6.

We are also actively working on a TCP Extended Statistics
MIB[24] to make a large portion of the KIS available through
standard network management protocols. One of our collab-
orators already has a SNMP agent partially implemented.
We see advancing the MIB in the IETF standards track to
be an absolutely critical precursor to widespread commercial
adoptions.

It is our intent that the Web100 project will progressively
close the Wizard Gap by exposing bugs that are otherwise
hidden from all but the best experts. It greatly reduces the
effort required by programmers and system and network ad-
ministrators to fix pervasive minor bugs. Diagnostics will
uncover problems in local networks that impede higher per-
formance on the wide area networks.

Diagnostic servers make it very easy to detect some common
types of path and system configuration bugs. By making it
far easier to discover and correct the “easy” problems, these
serve to free more precious networking expertise to work on
the more difficult problems.

The triage tool make it easier to provide the first level diag-
nosis and more effectively request expert help.

Improved automatic controls in the operating systems will
completely free novice users from having to learn about ar-
cane TCP adjustments such as socket buffer tuning.

Automatic controls that make sense in all parts of the Inter-
net can be standardized and built into operating systems.
Other controls may come to be widely implemented through
Work Around Daemons that can combine out-of-band mea-
surement with policy controls to enable situation-specific al-
gorithms to help performance. Although not general, these
techniques are extremely effective in some situations, and
can be configured by experts for automatic use by novices.

‘We hope that the improved diagnosis will cause novice users
to appreciate new scales for “large files” and “fast network.”



The Wizard Gap implies that current notions of “large”
and “fast” have fallen almost 3 orders of magnitude behind
Moore’s Law when applied to network applications. Closing
the Wizard Gap has the potential to increase typical appli-
cation performance by orders of magnitude. This has the
potential to raise presented network traffic everywhere.

See www.web100.org for more information.
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APPENDIX

A. INSTRUMENTATION OVERVIEW

The vast majority of the Web100 kernel instruments (about
120) are suitable for standardization, and have already been
published as the TCP Extended Statistics MIB [24].

The instruments are naturally grouped into several cate-
gories:

Connection state, including the state of the TCP state
machine and flags indicating negotiated protocol fea-
tures such as RFC1323 window scaling, timestamps[18]
and RFC2018 SACK]|25].

IP traffic, including the number of bytes and segments
sent or received. These reflect the network resources
consumed by the connection.

Throughput, including total elapsed time and elapsed se-
quence space. These reflect the performance of the ser-
vice TCP provides to the application.

Triage, instruments that characterize the protocol events
that limit TCP sending rate. See section 7.

Congestion events, that determine the evolution of the
congestion window. These are cwnd adjustments
instrumented in abstract categories. @ Upward ad-
justments include Slow-Start and Congestion Avoid-
ance[l]. Downward adjustments include multiplica-
tive decreases, reflecting ECN[36] or packet losses, and
non-multiplicative decreases, such as those used by Ve-
gas[3] or Cwnd Validation[15]. Captured value of cwnd,
ssthresh, and their extrema are also included.

Network path properties, as measured by TCP. These
are fairly concrete measures of the properties of the
underlying IP network, subject to the intrinsic limita-
tion of the algorithms in TCP. The path properties are
further sub-divided into:

e Loss and recovery properties, including timeouts,
duplicate data and spurious retransmissions.

e Other congestion signals, including ECN, ICMP
Source Quench, and back-pressure from the NIC.

e Segment re-ordering

e Timers, including Round Trip Time (RTT) and Re-
transmission Time Out (RTO) [34].

e Path MTU [29] and Maximum Segment Size.

API usage, including buffer occupancy and tuning?*.

TCP controls and Work-arounds, as introduced by
the Net100[31] project. These are non-general TCP
controls to improve TCP performance under specific
circumstances, but for the most part are not included
in the draft MIB. Section 4 describes several of these
instruments.

We have been worried about the completeness of our TCP
instrumentation. Ideally we would like to be able to claim
that our instrumentation has sufficient coverage to diagnose

4This is one area where the instrument set is still a little
sparse. We encourage researchers interested in API perfor-
mance to consider additional instruments in this area.

all possible future network and application failures. How-
ever, it is really rather unlikely that we haven’t missed some-
thing. The Web100 project has instead taken an empirical
“parallel debugging” approach, by supporting outside users,
collaborators and co-developers starting as soon as we had
running code and relying on their feedback. While we have
received much excellent input, there will always be the pos-
sibility that some time in the future we will discover that
we overlooked some important instrument.

For more detail on individual instruments please refer to
either the TCP Extended Statistics MIB[24] or the KIS
database[43].



